Step by Step Guide for Setting Up Windows
Server 2012 Domain Controller

In Windows Server 2012, dcpromo has been deprecated.
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In order to make the windows server 2012 domain controller we will install ADDS
(Active Directory Domain Services) role from the server manager on Windows Server

2012.
First we will change the server name let say server2012dc and the IP address

192.168.1.11

Administrator

L
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Manage Properties Map neteore
dnee netwodk drive
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“Before You Begin” screen provides you basic information such as configuring strong
passwords, IP addresses and Windows updates.

OCESTINATION SERVER

Before you begin vorver2013ac

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Instaliaticn Type hosting a website.

Server Selaction

To remove roles, role services, or features:
Start the Remove Roles and Feastures Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are instalied

1 you must verify that any of the preceding prerequisites have been completed. close the wizard,
complete the steps, and then run the wizard again,

To continue, click Next,

[] Slkip this page by default
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On Installation Type page, select the first option “Role-based or Feature-based
Installation®.
Scenario-based Installation option applied only to Remote Desktop services.

OESTINATION SERVER

Select installation type erveri0tage

Before You Begin Select the installation type. You can install roles and features on 2 running physical computer or virtual

_ machine, or on an offine virtual hard disk (VHD)

Server Selection ® Role-based or feature-based installation
Configure a single server by adding roles, role senvices, and features.

' Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDY) to create a virtual machine-based
or session-based desktop deployment.
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On the “Server Selection” Page, select a server from the server pool and click next.

Select destination server B

Before vou Begin Select a server or & virtual hand disk on which to install roles and features.

nstallation Type

) Select & virtual hard disk

Server Roles Server Poal
Faatures

IP Bddress Operating System

Wcrosoft Windows Server 2012 Release Landidate Datacenter

1 Computer{s] found

This page shows sereers that ane running Windows Server 2012, and that hawe been added by using the
Add Servers command in Senver banager. Offline servers and rewdy-added servers from which data
collectan 5 still IMDMP‘E‘! are not shawrn.

[<prevous || best> | petail | [ Cancel |
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To install AD DS, select Active Directory Domain Services in turn it will pop-up to add
other AD DS related tools. Click on Add Features.

Server Manager

B Local Serv

- ¢ -1 TINATION SZYVER
i. All Servers eleCl s er roe serverddt i
g Fie and 54
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After clicking “Add Features” above, you will be able to click “Next >” as shown in the
screen below.

Select server roles

Before You Begin Select one or more roles 1o install on the selected senrver.
installation Type Roles Description

Server Salection Active Directory Domain Servioes
D Actrea DI'BG.IUIT Certhicabe Sennces {&D DS) i -

E -I".' Ve L-' reoory I. OHmAaIn SEmvICes d:.'Fm arn the network and mak=s
|_] Active Diractory Federation Serdices this information available to users
[ Active Dinectory Lightweight Dinectory Services ::":m :_“:‘;:I‘:n"tzﬁ 05
[ Active Directory Rights Management Services network users access to parmitted
[ Application Server respurces amywhene on the network
[ DHECP Senver thnough a single logon process,

[ DNS Server

[ Fax Server

|+ File &nd Storage Services (Installed)
[l Hyper-¥

[[] Metwork Policy and Access Servces
] Prirt and Document Services

[ Remote Access

[ Remote Deskiop Services
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On the “Select Features” Page, Group Policy Management featureautomatically
installed during the promotion. Click next.

DESTINATION SERVER

Select features sarvuezon 2

Before You Beghn Select one or more features 10 install on the selected sener,

mstallation Type Description

Sarver Szlecion NET Framewark 3.5 combines the
Server Roles poswer of the JNET Framewark 2.0

W] MET Framesark 4.5 Featwres (Installed) APls with new technalogies for
_ b [ Background intelligent Transier Service (BITS) || building applicaticns that offer
AD D5 [ BitLacker Drive Encryption ;lﬁl’ﬂ:ﬁ'“:f:;;”:;
Confirmaticn [[] BitLocker Metwork Unlock infiormation, anable seamiess and
[[] BranchCache secune communication, and provide
[] Chient far NFS z‘_‘b"'ﬂ"“’““*‘m"‘-““f
|:| Diata Conter Eﬁdgirh] SINESS PrOCssses.
[J Enhanced Storage
[ Failrver Clustering
[+ Group Policy Management
[] Ink and Handwriting Services
[] Internet Printing Client
[] 1P Address Managemert [IFPAM) Senver

—_e— e W

(<] "

»
qllwlll Mt > il [ imsta
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On the “Active Directory Domain Services” page, it gives basic information about AD
DS. Click Next.

Active Directory Domain Services T otz

Before You Begn Active Directory Domain Services (AD DS) stores information about users, computers, and other devices
on the network. AD DS helps admine s securely ge this infor and facilitates resource

nstalistion Type sharing and collaboration between users. AD DS is also required for directory-enabled applications

Server Selection such as Microsolt Exchange Server and for other Windows Server technologies such as Group Policy.

Server Roles Things to note:

Features

* To help ensure that users can still log on to the network in the case of a server outage, nstall a
immum of e domain contralles for s
Confirmatice * AD DS requires a DNS server to be installed on the nétwork. if you do not have a DNS server
installed. you will be prompted to install the DNS Server role on this machine.

* Installing AD DS wil also install the DFS Namespaces, DFS Replication, and File Replication services
which are required by AD DS

Leam more about AD DS

| <Previous ||| Next> || | st | [ Comenl |
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On the “Confirmation” Page, You need to confirm this to continue with this configuration.
It will provide you an option to export the configuration settings and also if you want the
server to be restarted automatically as required.

Confirm installation selections e

Before You Begin To install the following roles, role services, or features on selected server, click Install.
Instaliation Type [Z] Restart the destination server automatically if required
Server Selection Optional # (such as admi ion tools) might be displayed on this page because they have

Catver Riles been selected automatically. H you do not want to install these optional features, click Previous to dear
2Erver soses

- N thewr check boxes,

Features

AD DS Active Dwectory Domain Sennces

I

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
AD DS Tooks
Active Directory Administratwve Center

AD DS Snap-Ins and Command-Line Tools

xport configuration settngs
Specify an altornate source path
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After clicking “Install” the selected role binaries will be installed on the server
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After “Active Directory Domain Services” role binaries have been installed and now it is
time to promote the server to a Domain Controller.

Server Manager * Dashboard

§ Post-deploymen Confgues
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PROMOTING WINDOWS 2012 SERVER TO DOMAIN CONTROLLER

To create a new AD forest called “ArablTPro.local”, select add a new forest.

TARGET SERVER
server2112de

Deployment Configuration

|_0eployment Contiguratn [N

) Add & rew domain to an sxisting forest
(J) Add & rew forest

Specify the domain information for this operation
Dormain: b

Supply the credentials to perform this operation
<MNo credentials prowsded>

More about deployment configurations

< Previous
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Type the name

Deployment Configuration

Domain Controller Options
D5 Cptions

Agditional Options

Faths

Rewiew Options

Prarequisites Check

Select the deployment operation

O Add a domain controller to an exrsting domain
) Add & rew damain ta an sasting forest

Specify the domain information for this operation
Bont domain name: ArabiTProdocal

More about deployment canfigurations

< Previous l install | | Camcel |
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Specify the FFL, DFL, whether or not it should be a DNS Server and also the DSRM
administrator password. As you can see, it has selected the GC option by default and
you cannot deselect it. The reason for this is that is the very first DC of the AD forest
and at least one needs to be a GC.

- . TARGET SERVER
Domain Controller Options server2012dc

Deployment Configuration
Select funchonal level of the new forest and root domain

Forest functional levek | Windows Server 2008 R2 I+]
Domain functional levet: WIndemZ‘lJiZldeuoCl']

DNS Options

Additional Options

Faths

Specify domain controfier capabiities | windows Server 2012 Release Candidate
Review Options (] Domain Name System (DNS) server
Prerequiste: Chack ]| Gobal Catalog (GC)

Read only domain cantroller (RODC)

Type the Directory Serwces Restore Mode (DSRM) password

Passworg: sesnene
Confirm password: sessnns

More about domain controller options

=)
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DNS delegation warning.

& Active Directory Domain Services Configuration Wizard -|a] x

TARGET SERVER

DNS Options server2012dc

I A A delegation for this DNS server cannot be created because the authoritative pacent zone cannot be found. Show more . X ]

Deployment Configuration
i 2 Specify DNS delegation options

| Create DNS delegation

Domain Controlier Options

Additional Options

Paths

Review Options

2 s Ch A delegation for this DNS server cannot be created because the

Preregustes Chack authoritative parent zone cannot be found or it does not run Windows
DNS server, If you are integrating with an exssting DNS infrastructure,
you should manually creste a delegation to thes DNS server in the

parent zone to ensure refiable name resolution from outside the
domain "ArabiTProlocal”, Otherwise, no action is requared.

Mgre about DNS delegation
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Checks the NetBIOS name already assigned.

Additional Options N ve2otade

Ceployment Configuration
: Verify the NetBIOS name assigned fo the domain and change it if necessary
Domain Controller Options
The MetBIDS domain name: ARABITPRO
DG Options

Faths
Rewiew Options

Frarequisites Check

d
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Specify the location of the AD related folders and then click next.

TARGET SERVER
Pa T-h 5 server2(12dc

Ceployment Configuration
i Spexcify the location of the AD DS database, log files, and SYSWOL

Database folder CAWindows\WTDS
Log files folder: CAWIndows NTDS
SYEVOL folder: CAWndows\SYENOL

Domain Conroller Options
D5 Cptions
Additional Options.

Review Options

Prarequisites Check

More about Active Directory paths
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Summary Of All Installation Options/Selections.

- . TARGET SERVER
Review Options server2012de

Deployment Configuration | Review your sslections:

Domain Controller Sotions Configure this server a< the first Active Dirsctory diomain confroller in a new forest.

DG Options The new domain name is "ArabTProdecal™, This is alse the name of the new forest.
Additional Options.
Faths

_ Forest Functional Levet Windows Server 2008 2

Prarsguitites Check Ciomain Funchional Level: Windows Senver 2008 R2

The MetBIOS name of the domain: ARABTPRO

Additional Options:
Global catalog: Yes
DNS Server: Yes

Create DS Delegation: No

These settings can be exported to a Windows PowerShell sonpt to automate
additeonal installations

More about nstallation options

E=| ) J e[
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Click View script for single command line powershell script for dcpromo.

File Edit Format View Help

k

# Windows PowerShell script for AD DS Deployment
=

Import-Module ADDSDeployment
Install-ADDSForest ©
-CreateDnsDelegation:$false ~
-DatabasePath “C:'\Windows\NTDS" ~
-DomainMode “Win2@08R2™ °
-DomainName "ArabITPro.local™ ~
=DomainNetbiosMName "ARABITPRO"™ ~
=ForestMode "Win2888R2" ~
-InstallDns:§true ~

-LogPath "C:\Windows‘NTDS" °
-NoRebootOnCompletion:$false ~
-SysvolPath "C:\Windows\SYSVOL" ~
-Force:$true

[ <
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Before the actual install of AD, all prerequisites are checked. If All prerequisite checks
are passed successfully then click Install.

ass TARGET SERVER
Prerequisites Check server2012de

[ @ Al prerequisite checks passed successfully. Click Install’ to begin installation. Showmore X I

Deployment Configuration
5 o Precequesites need to be vahidated before Active Directory Domain Senvices s installed on this
omain Controller Cotiont | computer
DNS Opticns
Additional Options
Paths
Review Options
_ For more information about this setting, see Knowledge Base article 942564 (httpe//
gomicrosoft.com/fwlink/?Linkid=104751).

A dedegation for this DNS server cannot be created because the authoritative parent
20ne cannot be found or it does not run Windows DNS server. if you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resolution from outside the
domain “ArablTProiocal”. Otherwise, no action is required.

@ Prerequisites Check Completed

° All prerequssite checks p d successfully, Chck ‘Install” to begin installation.

A M you dick Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

Cancel |

When you click Install, DNS and the GPMC are installed automatically.
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Z TARGET SERVER
Installation server2012de

Progress
Waiting for DNS installation to finish
~ View detailed operation results

A Windows Server 2012 Release Candidate domain controllers have a default for the security
setting named “Allow cryplography slgonthms compatible with Windows NT 4.0° that
prevents weaker cryptography algonthms when establishing secunty channe! sessions.

For more mformation about this setting, see Knowledge Base article 942564 (httpy/
ga-microsoft.com/fwlink/?Linkid = 104751),

A delegation for this DNS server cannot be created because the authontative parent zone
cannot be found or it does not run Windows DNS server, If you are integrating with an
existing DNS infrastructure, you should manually creste 3 delegation to this DNS server in
the parent zone to ensure refable name resolution from outside the doman
*myocusufalilocal”, Otherwise, no action is required.

More about installation options

< Previous Next >

After the promotion of the server to a DC finished server restart automatically.
Once the server is booted and you logon to it, click on Server Manager | Tools , will
notice that following have been installed :

*Active Directory Administrative Center

*Active Directory Domains and Trusts

*Active Directory Module for Windows PowerShell

*Active Directory Sites and Services

*Active Directory Users and Computers

*ADSI Edit

*DNS

*Group Policy Management
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